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Cyber Security

Keeping the internet safe for you and your family



� Learn the lay of the land

� Protect your identity

� Become a sceptic

� Be aware of stranger danger

� Be a good cyber citizen

The Five Things you MUST do
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Learn the lay of the 
land

Understand the threats and what you can do to 
keep safe.



The internet is everywhere…



The next big thing…YOU
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Protect your identity

Your most valuable asset



Definition: Personal information identifies 
you, your location or your financial assets. 

� Obvious: name, age, sex, picture, phone 
number, address

� Less obvious: hobbies, interests, school 
mascot, gaming identities

� Used for phishing scams

Your Identity, Your Asset



The Top 20 Passwords



More Password Facts



Creating Secure Passwords



Unraveling the facts…

� Identity thieves are clever, posing as friends, 
relatives and banks, to get people to reveal personal 
information. Watch for https and URL posers like 
paypa1. (Phishing)

� Teens are just as likely as adults to become victims 
of identity theft -- when applying for a driver's 
license they may find one already has been issued 
using their name and Tax File Number, DL 
Number , Centrelink Customer  Number etc..

What is Identity Theft



• Remember to share guidelines with your family:

• Do not share personal information such as your 
name, age, sex, picture, location/address, phone 
number, hobbies, interests, and tax file number, or 
bank account numbers.

• Create nicknames that do not reflect your own 
name or anything personal.

More Identity Tips
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Become a sceptic

Don’t believe everything you read on the internet



Pick the Fake…



Phishing 101



Spoofing 101



More Phishing…



And spoofing…



Top 10 Scams…



� Remember if it sounds too good to be 
true…IT IS!

� Resources: 

� Urban Legends Debunked snopes.com

� SCAMS uncovered: scamnet.wa.gov.au

� Financial Scams moneysmart.gov.au

If in doubt, check it out
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Stranger Danger

In a digital world, where everyone is a stranger





� Definition: A Cyber predator uses the 
Internet to hunt for victims to take 
advantage of in ANY way, including 
sexually, emotionally, psychologically or 
financially

� Cyber predators know how to manipulate 
kids, creating trust and friendship where 
none should exist

What is a Cyber Predator





How “findable” are you?



Quick, easy & dangerous!



Unraveling the facts…

� What children need to look out for is not a 
certain stereotype of a dangerous person but 
certain types of behavior…

Identifying a Predator

� Excessive Praise

� Questions about what 
they’re wearing  or what 
they’re doing ?

� Questions designed to 
determine whether their 
parents are nearby 
including where’s the 
computer in the house



• If you suspect that you are being stalked or 
the victim of inappropriate   
communication, report it to a trusted

� adult and/or to Crime Stoppers.

� http://crimestoppers.com.au/

� 1-800-333-000

Reporting the problem
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Cyber Bullying

And other things to think about as a good cyber 
citizen



What is Cyber Bullying





4 Types of Cyber Bullies



Who gets Bullied?



What we can do…
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Cyber Citizenship

How to be a good citizen online



� DO use the Internet to help with schoolwork.

� DO use the Internet to "visit" museums in far away places

� DO be careful about talking to "strangers" on a computer 
network

� DO respect the privacy of other users on the Internet

� DO be careful when you "download" (copy) programs 
from the Internet

The Dos…



� DON'T give your password to anyone

� DON'T answer messages that make you feel uncomfortable 
because they seem improper, indecent, or threatening

� DON'T give any personal information, such as your family's 
address, phone number, credit card

� DON'T arrange to meet anyone you've met on the Internet 
without telling your parents

� DON'T try to hack into computers

� DON'T steal copyrighted programs, books, magazines, movies 
or music.

� DON’T view, copy or share pornography

� DON'T copy material that you find on the Internet and pretend 
that it's your own work.

And the Don’t’s



� Keep your computer in a central and open location

� Use the Internet with your children

� Implement parental control tools

� Consider partitioning your computer into separate 
accounts

� Know who your children's online friends are and 
supervise their chat areas

� Teach your children never to give out personal 
information

� Know who to contact if you believe your child is in 
danger

� Have a digital lights out policy – switch it off at night.

Top Tips for Parents



� Learn the lay of the land

� Protect your identity

� Become a sceptic

� Be aware of stranger danger

� Be a good cyber citizen

What we have covered



www.cybersmart.gov.au

Where you can find out more…


