Cyber Security

{ Keepingthe internetsafe for you and your family




The Five Things you MUST do

w Learn the lay of the land

& Protectyouridentity

k. Become asceptic

2 Be aware of stranger danger

k Be a good cybercitizen




Learn the lay of the
land

Understand the threats and what you can do to
keep safe.




The internet is everywhere




The next big thing...YOU
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Protect your identity

{ Your mostvaluable asset




Your Identity, Your Asset

Definition: Personal information identifies
you, your location or your financial assets.

k& Obvious: name, age, sex, picture, phone
number, address

w Less obvious: hobbies, interests, school
mascot, gaming identities

& Used for phishing scams




The Top 20 Passwords

THE TOP 20 PASSWORDS OF ALL TIME

123456 Micole

12345 Daniel

123456789 babygirl

Password monkey

1loveyou Jesslica

princess Lovely

rockyou michael

1234567 Ashley

12345678 654321

abcl23 Qwerty O

L#]
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More Password Facts

O
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Estimated percentage of
consumers who use
some variant of the word
“password.”

25%

Fropartion of top 20
most commonky used
passwords that are
first names.

16%

(wverall percentage of
consumers who create
passwords using a
person's first name.
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Creating Secure Passwords

CREATING A STRONG PASSWORD THAT IS EASY TO REMEMBER

TIPS T PASSWORD LENGTH AND SECURITY. HOW TO CREATE THE PERFECT PASSWORD

* Whenever possible, use at beast 14 WHAT TO 00 EXAMPLE
characiers of more. The base minimum -~ -

i B characters 1 | Start with a senbence or two, about i ™
1 weoeds total Long and comples
passwords are safest

ol pariiword, (i Belfier | keep ming secret.
® [ze the entire keyboard, mot just the b e

characiers you use oo see most offen ~ -~

" = Fl
* Test your password with a password ENng s Sl lnfeer of gy mand tacpasihms
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A SIMPLE TRICK: -

* [ you're concemed aboul being able fo 'fr;dd length with nismbers

llf
remember The code, here's a litthe ’ Lutphiillﬂl.

mEmary-jopping tnck: Take a senbence
and tem i info 2 passwond. Something . y,
lile “This litike pagpy wenl 1o marked” -~ -
might become “HpWENTZm.” Add length with penctuation and/e
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What is Identity Thetft

Unravelingthe facts...

w Identity thieves are clever, posing as friends,
relatives and banks, to get people to reveal personal
information. Watch for https and URL posers like

paypal. (Phishing)

k& Teens are just as likely as adults to become victims
of identity theft -- when applying for a driver's
license they may find one already has been issued
using their name and Tax File Number, DL
Number , Centrelink Customer Number etc..




More Identity Tips

. Remember to share guidelines with your family:

Do not share personal information such as your
name, age, sex, picture, location/address, phone
number, hobbies, interests, and tax file number, or
bank account numbers.

Create nicknames that do not reflect your own
name or anything personal.




Become a sceptic

{ Don’t believe everythingyou read on the internet




Pick the Fake...

Liks OFAG oL puist wor a 1000 dollar 'Walrnart cand!
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Phishing 101

g

PayFPa

Fraa i fEan e

ipeilads  Dpdir waluied PayP sl membor

Howdver, [aure 10 update your mMconds wil relult o SCCount
swkpdngion. Pleace updale your reconds an or before July

a0, FO0-

Freiaid 4 e Fassnand

To undate your PayPadh records click on the folowens
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Generic greetings.

Many spoof emails begin with
4 genaral graeting, such as;
“Crear PayPal meamber.”

A false sense of urgency.
Modt cpoof amails try to
deceive yvou with the threat
that your account I% in
jeopardy if you don't update it
ASAP

Fake links.

The text in 4 link may atternpt
ta look valid, then send you to
& spoof address. Always check
thie sourca of & hink boafore you
chek, Mouse over it and look
at the URL i your Drowser or
email status bar. If the link
looks suspicous, don't cick an
it. Be aware that a fake link
may &vén have the word
“PayPal™ in it
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Spoofing 101

Y ParyPal - Lo In - Mol It et Leploner
[l [3 Yew Frovis Jook pHelp
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Motice the "hitpsdl,. " but na padiock in the status bar!
Mamber Log In In Fact, mo status bar at all! spcure Log i B
] i Farg
Ermail Addroas: r

Passward; | Foegt §ou g Bogus padiock hara!

Mew users lgn up here! 18 only takes a moute.
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More Phishing...

Dear ANE BANWNE customer,

We recenly revewed your account, and suspect that your
ANZ BANE account may have been accessed by an
unavthonzed thard party Protectng the secunty of your account
and of the ANZ BANE petwork i out prmiary concem.

Therefore, as a preventative measure, we have temporisily
Emuted aceess to genstive ANZ BANE account feafores

Clck the Ink below in order to regam access 1o your account:
htps Mwranw, ans comlasccounti

e e oy o ety el el ol

For more mformation about how to protect sour account,

please wisit ANZ BANE, Secunty Center,

We apologee for sy meonveroence this may cause, and
apnciale vour assistance m helpme us mamtan the micgnty of
the entzre ANZ BANK system

Thank wou for vour prompd attenbon to this mather

Smcerely,

[ #]
The AMNZ BANE Secunty Depariment Team ret h i n k
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And spoofing...

i (nternet Banking

Wealcoma to ANZ Intarnat Banking Updato
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Job Hunter Scams
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Lottery and Sweepslakes Scams

Bk S Rirn was i b ey o seeep cSde sl perl Baiee Le owrer hiaes beflaee e e s sy e
Pt ot

[ Pre=]

bddvance-Fee Loan Scams

Pk S @l npied Brabebeid Godbbnh e O K00 weds lul priee Bkl firg B o ik ) B
= i N "

i e b A sty L e v

Qwver-Payment Scams

Pl b Srmpri, 1o el ey, s s S s b ey, el s plhei i e s b b Y
Faet gt

LTl

Identity Theft

&
Fick B s o g eesy lagdogie bessaw wn rawd by ppe Bers parma o Une gl s Pyl i Sl ga? ret h l n k
Par g o v : . i B . e ¥

Beprom
LA B TR




[t in doubt, check it out

k& Remember if it sounds too good to be
true...IT IS!

k& Resources:
@ Urban Legends Debunked snopes.com

@ SCAMS uncovered: scamnet.wa.gov.au
z Financial Scams moneysmart.govau




Stranger Danger

{ In a digital world, where everyone isa stranger




On the Intornet, nobedy knoes you're a dog.”




What is a Cyber Predator

& Definition: A Cyber predator uses the
Internet to hunt for victims to take
advantage of in ANY way, including
sexually, emotionally, psychologically or
financially

& Cyber predators know how to manipulate

kids, creating trust and friendship where
none should exist
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How “findable” are you?

20

Mg g BDOUT TN

-Seninr High School [« tike

Related Posts
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Quick, easy & dangerous!

( Business

i W 3 orbison st walletio
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Identifying a Predator

Unraveling the facts...

& What children need to look out for is not a
certain stereotype of a dangerous person but
certain types of behavior...

& Excessive Praise k& Questions designed to
they're wearing or what parents are nearby
they're doing ? including where’s the

computer in the house




Reporting the problem

. If you suspect that you are being stalked or
the victim of inappropriate
communication, report it to a trusted

& adult and/or to Crime Stoppers.

v

v 1-800-333-000




Cyber Bullying

And otherthings to think about as a good cyber
citizen




What is Cyber Bullying

Cyberbullying occurs when a child or teenager is tormented or harassed by another child or teen using the
Internet or mobile phones. In order to be considered cyberbullying, both parties must be minors. If the harasser
i5 found to be an adult, it is considered cyber harassment, a much more serious offense,

TYPES OF CYBERBULLYING

There are several distinct types of cyberbullying that school workers and parents need to be aware of. £ach type involves a different
kind of bully, different motives, or the use of various technology. Once school officials, parents, and law enforcement officers know
which types of bullying are carried out, they determine appropriate disciplinary action, and work to prevent similar incidents from
occurnng in the future.

FLAMING | ANONYMITY | MASQUERADING OUTING
An Intense, angry argument Embarrassing, hurthal, or Any form of harassment Masquerading oocurs when & public showing of personal
camied out over instant termorizing messages aimed or theeats issued by an a cyber bully goes (o great comersations, Outing occurs
messaging, vockal metworks, directly at an individual anonymous bully. The lengths to make themselves when the harasser prints
or chat roams. or group using text message harasser may use an onling appear to be someone they or displays email, text, or
or onling communication. #lias (also known a3 a are not. For example, a cyber chat communication that
screen name), a blocked bully may set up a Facebook the victim intended to be

phone number, or a prafile under another kept private.

borrowed cell phane to bully, student's name and wse it
' Little help here... Qﬂﬁﬂ;“m. RIS D
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4 Types of Cyber Bullies

THE TOWER- "MEAN THE
VENGEFUL HENEBY ONR GIRLS INADVERTENT
ANGEL 52 CYBERBULLY

THE NERDS"




42% of kids have
been bullied while
onling. 1 in 4 have
had it happen morne
than once.

58% of kids admit
someone has said
mean or hurtful things
to them online. More
than 4 out of 10 say
it has happened more
than onee.

Who gets Bullied?

35% of kids have
been threatened
onling. Nearly 1 in 5
have had it happen
mare than once,

53% of kids admit
haning said something
mean or hurtful to
another person online.
More than 1 in 3 have
done it mone than once.

21% of kids have
received mean or
threatening e-mail
or other messages.

58% have not told their
parents or an adult
about something mean
of hurtful that happened
to them online.

30% of middle school students wene victims
of at least one of nine forms of cyberbullying
two or more times in the past 30 days.

22% of middle school students admitted
to engaging in at least one of five forms
of cyberbullying two or more times in the

past 30 days.




What we can do...

Use filtering and blocking software as
a part of a comprehensive approach
to onling safety, bul understand
software programs alone will not keep
safe or prevent cyberbullying.

Teach your children not to respond
to eybertallying attacks. Contributing
to thet cormirsation often escalaies
thi harassment.

Model approgriate technology usage.
Don't harass or joke about others
while enline, especially arcund your
children. Your kids are watching and
leaming.

Contad your ntemiel senvice provides
1o riport code of condudt vialations
and ssek action against the bully.

Cultivate and maintain an open,
candid line of communication with
your children, 50 that they are ready
and willing to come o you whenever
they experience cyberbullying.




Cyber Citizenship

{ How to be a good citizen online




The Dos...

& DO use the Internet to help with schoolwork.
& DO use the Internetto "visit" museumsin far away places

& DO be careful about talking to "strangers” on a computer
network

& DO respectthe privacy of otherusers on the Internet

& DO be careful when you "download" (copy) programs
from the Internet




And the Don’t’s

DON'T give your password to anyone

DON'T answer messages that make you feel uncomfortable
because they seem improper, indecent, or threatening

DON'T give any personal information, such as your family's
address, phone number, credit card

DON'T arrange to meet anyone you've met on the Internet
without telling your parents

DON'T try to hack into computers

DON'T steal copyrighted programs, books, magazines, movies
Or music.

DON'T view, copy or share pornography

DON'T copy material that you find on the Internet and pretend
that it's your own work.




Top Tips for Parents

 Keep your computerin a centraland open location
i Use theInternetwith your children
k Implementparental controltools

 Consider partitioning your computerinto separate
accounts

 Know who yourchildren'sonlinefriendsare and
supervise theirchatareas

k Teach yourchildren neverto give outpersonal
information

k Know who to contactif you believe yourchildis in
danger

v Havea digital lights out policy — switch it off at night.

»
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What we have covered

w Learn the lay of the land

& Protectyouridentity

k. Become asceptic

2 Be aware of stranger danger

k Be a good cybercitizen




Where you can find out more...

www.cybersmart.gov.au

)
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